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Caching and Rowhammer
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Fault Injection Attack (CVE-2019-19962)
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Thanks for your attention!

zweissman@wpi.edu t.tiemann@uni-luebeck.de
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Background
FPGAs in the Cloud

I HAaaS vs. IaaS
I Major requirements1:

I abstraction
I sharing
I compatibility
I security

I Software security policies2

1Chen et al. ’14
2Hategekimana et al. ’18
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Background
Physical Side-channels

I Long wires CC and SC3

I Voltage fluctuation 4

I Fault injection 5

I SPA, DPA67

3Giechaskiel et al. ’17 and ’18
4Gnad et al. ’17
5Krautter et al. ’18
6Schellenberg et al. ’18
7Zhao+Suh ’18
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Findings
Hardware Timer

1 module hpc (
2 input clk,
3 input run,
4 output reg done,
5 output reg [63:0] value
6 );

idle inc done

run/!done

run/!done

!run/!done

-/done,value
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Write Caching Hints – Integrated Arria 10
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Write Caching Hints – PAC
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Future Work

I Attack PoC
I TLBleed
I CXL and CCIX
I Intra-FPGA cache attacks
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